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BizGuardian is the ideal integrated VPN
and firewall solution, tailor-made for
small to medium sized businesses. It is
a hybrid security solution, combining the
strength and processing power of PC
hardware and the flexibility of LoMax©
software. BizGuardian Security Appliances
are secure, scalable, easy to set up and
maintain, providing leading value and
low cost of ownership.
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BizGuardian VPN Firewalls of-
fer four key Internet security
elements in a single conven-
ient package:

Appliance-like ease and low price:
With our exclusive hybrid LoMax Tech-
nology©), BizGuardian combines the
finest elements of hardware and appli-
cation security devices. Offering a full
spectrum of security, in its default
setup, BizGuardian totally locks down
your site with full perimeter protection.
At the next level, your site security
can be tailored to your needs using
the included BizGuardian Wizards to
help customize your requirements. If
full customization is desired, all
BizGuardian licenses include powerful
rules-based tools that allow you to
adapt your VPN Firewall to the desired
security features. It's your choice:
BizGuardian provides automatic con-
figuration, minimal intervention con-
figuration and maximum flexibility in
tailoring your security solution.

Integrated IPsec VPN: Now you
can securely share information
with all of your offices and re-
mote/roaming employees using
the most secure VPN technology.
BizGuardian VPN Firewall is writ-
ten to the IPsec standard, has
multiple encryption levels includ-
ing 3-DES, selectable by the click
of a mouse button, is so easy to
setup that you can be using it for
branch to branch VPN in ten min-
utes!

Remote users can also benefit
from BizGuardian's integrated

PPTP Server that allows any remote
Windows PC to securely connect to
your network without any additional
expensive VPN client software. Using
our LoMax®© technology which in-
cludes VPN software integrated into
our kernel we deliver superb per-
formance. You can easily integrate
your customers, suppliers and busi-
ness partners with BizGuardian VPN.

Full-Featured Firewall: Your or-
ganization begins to benefit in min-
utes from BizGuardian’s high per-
formance, reliable Firewall security
environment. BizGuardian’s LoMax©
Technology allows you to immedi-
ately establish a consistent security
policy throughout your organization.
It requires no vulnerable general
purpose operating system. Lo-
Max®©, our hardened kernel, is the
operating system. Because of its low
cost of installation and management,
BizGuardian Firewall has one of the
lowest costs of ownership in the in-
dustry.

Speed + Simplicity + Scalability
= Reliability: Unlike many competi-
tive products, BizGuardian takes
minutes to install and deploy - not
hours or days. BizGuardian inte-
grated VPN Firewall incorporates
powerful management tools to help
you modify and manage your secu-
rity environment as your needs
change. You can grow from 1 to
5,000 users without changing your
VPN Firewall product. LoMax Tech-
nology© is one of the most reliable,
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hardened security environments in
the industry. It is an ideal security
environment to augment enterprise
VPN and Firewall products, or where
inexpensive “spot” solutions are
needed quickly.

WEBSERVER

OR BROADBAND
INTERNET CONNECTION

<© Optimized to securely share a High
Speed, DSL or Cable Internet connection

< Intrusion Attempt Alerts, Logs, and inte-
grated Intrusion knowledge base.

< Protect your business/remote offices/
roaming employees/ partners

< Detailed logging and reporting for inter-
nal and external users

Simple to manage via any Web Browser

<

¢ Powerful IPsec and Windows Compati-
ble PPTP VPN Server.

< Integrated Operating system, VPN and
Firewall for reliability and performance

< Easy to setup and Configure with many
Wizard-based features.

< Remotely manageable and configurable
via a web browser

< Graphical traffic reports

Firewall Security Solutions Inc.
Suite 400, 606 4th Street SW.
Calgary, Alberta, Canada
T2P 1T1
Phone: +1 (403) 266-5895
Toll Free: 1 (877) 808-8488
Fax: +1 (403) 269-2287

Email: sales@bizguardian.com or
sales@bizguardian.co.uk
www.bizguardian.com



»

fiega Butes transierre Per 2 Hour Tntersal
3 R % r &

Bytes Transferred for 01 -Jan-2002 to 31-Jan-2002

p—
Received

Point and Click Graphical
reporting via Web Browser

Total Bytes Transferred for 01-2an-2002 to 31-n-2002
{ Total of 7 ¥

10005 1E1E 4453 45TS
10006 nor 0. 04
10008 2147 10423 13150
10ons EREDT 513 TERAD
100020 0.607 32E4 L451

1010011 oo .00 oo

[ C ERE irme

e 0 e DB P20

A Representative List of Features and Benefits

Scalable from 1 to 5,000 users ~ PPPoE Address and Port filter
Automated ten-minute setup DNS Cache Stateful inspection

E(())r\]/verful browser administra- Default/Wizard/Rule Driven Logs internal user information
WINS server DHCP server Secure on download

One click Internet upgrades DMZ support Logs intrusion attempts

E-mail alert

Logs connection files

Anti-DoS/Ping/IP Spoof

Dial-up Modem support for

Real-time monitor graphs PPTP pass-thru connection backup
Secure remote management Pre-configured with NAT FreeBSD hardened kernel

. . . High performance, tightly inte-
NAT and Static NAT support Logs Hacker information grated VPN/Firewall

Supports server pools

Securely share a single high
speed IP address.

Excellent to enhance VPN &
Enterprise Firewall products

Intrusion detection

Graphical Traffic Reporting to
user level.

Virtually self maintaining pro-
vides low cost of ownership.

Branch to branch IPsec VPN

Supports multiple public IP’s

Point and Click PPTP Server
setup.

IP Port forwarding

Private DNS server

Ability to define one time pass-
words for PPTP connections.

PPTP VPN Server - Windows
Compatible.

SNMP Agent

Dynamic DNS (No-IP) Service
built in.

Failover Redundancy

Configuration Backups

Intuitive User-Friendly Interface

Selectable Encryption meth-

ods: 3Des, Blowfish, cast128 Web Caching/Proxy Server Content Filtering
efc.
Universal Plug and Play 3rd Network Card (DMZ) Radius Server Support

QoS Bandwidth Rules

Graphical Real time Bandwidth
display
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NTP Date/time Synchronization

Simply Secure!

Wizard-based network, VPN and
firewall setup

Graphical Reporting
Scalable 1 to 5000 users

High Performance IPsec
60 Mbs with 1GHz Celeron

IPsec VPN—easy, fast
and secure access to
Remote offices

Integrated PPTP Server

Remote Management
and Monitoring

Redundant

DMZ Support

BizGuardian Installs on any
Pentium PC.
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